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USB-HakonuTenb Kingston IronKey Keypad 200

Ceptundumkat FIPS 140-3 ypoBHsa 3 (oxumaaeTtcs) ¢ 256-6MTHbIM annapaTHbIM WwndposaHmem XTS-
AES

Kingston IronKeyTM Keypad 200 — 3710 USB-HakonuTenu Type-A n Type-C®1 C annapaTHbIM WKdpOBaHNEM, OCHALLEHHbIE
6yKBeHHO-LMdPOBOIN KNaBMaTypoii ans yanobHoro gocTtyna ¢ nomoulbio PIN-koda v He 3aBucsawme ot OC.

Hakonutenb KP200 BkntoyaeT 256-6uTHoe annapaTtHoe wudpoBaHue XTS-AES. OH Takxe cepTuduumnpoBaH no ctaHaapTy
FIPS 140-3 ypoBHs 3 (cepTudukaT oxuaaetcs) ans obecneyeHns 6€30nacHOCTU BOEHHOIO YPOBHS C
YCOBEPLUEHCTBOBAHUSIMU, KOTOPbIe elle 6osblue YCUNMBAKOT 3almTy AaHHbIX. CXeMbl HAKOMMUTENS MOKPbIThI CI0EM
crneumnanbHOM 3MOKCUAHOM CMOSbI, YTO AeNlaeT NPakTUYeCcKM HEBO3MOXHBIM M3B/IEYEHNE KOMMOHEHTOB 6€3 UX MOBPEXAEHUS.
DTa NpoyHasi ANoKcMaHas CMosia NpefoTBpaLlaeT BO34AENCTBME Ha NMOMYNPOBOAHWKOBbLIE KOMMOHEHTbI. HakonuTenb ocHalleH
3alMTON OT HECAHKLMOHUPOBAHHOIO AOCTYNa, Npeaynpexaatowen BnajaenbleB 0 TakmMx nonbiTkax. OH Takxe BKIOYaeT
3alMTy OT B3/I0Ma METOAOM rnoabopa naposiei v 3aWwmTy oT aTak Tuna BadUSB ¢ nomoLbto BcTpoeHHoro MO ¢ undpoBol
NnoAnucbto. ByKBEHHO-LMMPOBas KnaBmaTypa NoKpbITa C/I0EM MOMMMEPA, KOTOPbIM 3alUMILAET KIAaBULLIM U CKPbIBAET UX
MCMONb30BaHME A5 aHanv3a 0TNeYaTKoB NanbLEB Ha KaBuLax.

KP200 ocHalleH BCTPOEHHbIM Nepe3apsiXaeMblM akKyMyIITOPOM, KOTOPbIA MOXHO MCMO/Ib30BaTb A5 pPa3b/I0KMPOBKM
HakonuTens 6e3 UCrnonb30BaHMs Kakoro-nMbo NporpaMMHoOro obecrneyeHusi, a 3aTeM NOAKMOUUTb ero K JiloboMy yCTponCTBY,
noaaepXXuBaloLLeMy 3anoMuHatolme yctpoiictea USB Type-A nnmn USB Type-C. TakuM 06pa3omM, Nonb30BaTeNiv NnosyyaoT
MaKCUMasbHY MOBKOCTb B paMKax pas/iMyHbIX TUMOB NAaT(OPM MU OnepaLMoHHbIX CUCTEM.

Onums Heckonbkmx PIN-kof0B (aAMMHKUCTpATOPa/Mosib30BaTeNs) NO3BOJISET UCMO/b30BaTh KaBUATYpPY ANS YCTAHOBKM NIErKO
3aMoMuMHatoLLerocsi, Ho TPyAHO yraabiBaeMoro 6ykBeHHO-UMbpoBoro PIN-koaa Ans yYETHbLIX 3anvceli agMUHUCTpaTopa Unm
nosib3oBaTesnis. AQMUHUCTPATOP MOXET BOCCTaHOBUTL PIN-KoA nosib3oBaTesist U NPeaocTaBUTb AOCTYN K HAKOMUTENO, ecin
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PIN-koa nonb3oBaTens 6yaet 3abbIT unn ecnu HakonuTtenb 6yaeT 3a610KMpPOBaH nocne JOCTMXKEHUS MakcuMyMma B 10
nonbITOK BXoAa nonb3osatens. Ecnv BknodeHbl PIN-koabl agMuHucTpaTopa v nonb3osatens, KP200 3abnokvpyet PIN-kop
nonb3osaTtens nocne 10 HeygayHbIX NONBITOK BXOAa B cucteMy; ecnn PIN-koa agMuHucTpatopa 6yaeT BBeAeH HenpaBuiibHO
10 pa3 noapsa, 3awmTa OT aTak METOAOM noabopa naponel BbiNOMHUT KpUNTorpauyeckoe CTUpaHue HakonuTens, HaBceraa
YHUYTOXWT AaHHble U COPOCUT HAaCTPOMKM HaKonNuTens.

HakonuTenb TakxXe NOALEPXMBAET ABA YPOBHSI PEXMMA «TOMbKO A/ UTEHUS» (UK «3alumTa OT 3anucu»): rnobasnbHbli
PEXUM, KOTOPbIV MOXET 6blTb YCTAHOBMIEH aAMVMHUCTPATOPOM, M PEXMM B paMKax OTAENIbHOr0 CeaHca, KOTOpbIii MOXET 6biTb
YCTaHOBJ/IEH MOJIb30BaTENIEM. PEXUMBI «TOMIBKO ANS1 YTEHUSI» MOTYT 3alUMTUTb HaKOMWTENb OT BPEAOHOCHbIX NPOrpaMM B
HeHazeXHbIX cuctemax. KpoMe Toro, agMUHUCTPATOP MOXET 3arpy>xaTtb COAEPXUMOE U yCTaHaBAMBaTb r106anbHbIN pexunm
«TONbKO ANSl YTeHUsI», YTOObl NONb30BaTENb MOT MOMYYUTb AOCTYN K AHHbLIM, HO HE MOT BHOCUTb Kakue-mbo uaMeHeHus.

bbiCcTpas AByxKaHanbHas NpovM3BOAUTENBHOCTb 0becrneumBaeTcs Ha HakonuTensax KP200 emkocTbio 512 ' 1 Ha HakonuTensax
KP200C emkocTtbto 64I'B-512 I'b.

CepTtudukaumnsa FIPS 140-3 yposHsa 3 (oxuaaeTtcs)
e HesaBucumocTb 0T OC/ycTpoliicTBa

e Onumsa Heckonbkux PIN-kofoB (aAMMHUCTpaATOpa U Nosib3oBaTens)

Onuwmsa rnobanbHOro uaM CeCCUOHHOrO pexunMa «TOJIbKO AN YTEHUA»
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KntoyeBble XapaKTepucTnku

s Ceptudpukaums FIPS 140-3 ypoBHS 3

(oxupaeTcs)

KP200 Tenepb COOTBETCTBYET HOBbIM TPEGOBAHMAM
cneundmrkaumin 6e3onacHoOCT BOeHHOro ypoBHst FIPS 140-
3 ypoBHs 3, onybnukoBaHHbIM NIST. 3T0 pacwmpeHHas
Bepcusa cneundukaumii FIPS 140-2, koTopas
[OMNOJTHUTENbHO MOBbLILLAET BO3MOXHOCTM 6€30MacHOCTH 1
3alWMTbl HAKONUTENSA OT HECAHKUMOHMPOBAHHOIO A0CTyMa.
HakonuTtenb BkI4aeT 256-6uTtHoe wndpoBaHme XTS-AES,
a TaKkxe 3aluTy OT aTak MeToAoM rnoabopa naponen u
BadUSB 6narogapst BcTpoeHHoMy MO ¢ undpoBoi
noanucblo. CxeMbl HAKOMUTENS MOKPbIThbl C/I0EM
cneumnanbHOM 3NOKCUAHOM CMOSbI, YTO AenaeT
NnpakTUYeckn HEBO3MOXHbLIM U3BJleYeHne KOMMOHEHTOB
6e3 nx noBpexaeHus; 3Ta NpoYHasi ANOKCMAHaa cMona
npefoTBpallaeT BO3AEWCTBME Ha MOJTYNPOBOAHUKOBbLIE
KOMMOHEHTbI.

HezaBucumocTb oT OC 1 ycTponcTBa

bnarogaps nepesapshkaeMoOMy akKyMynsTOpy KiaBuaTypy
HakonuTtens KP200 MOXXHO MCNOb30BaTb A9 ero
pa3boknpoBkM 6€3 NCnonbL30BaHUs Kakoro-1mbo
nporpamMMHoOro obecneyeHus, a 3aTemM NOAK/IOUYNTb ero K
ntoboi cuctemMe, NoAAEPXKMBAIOLLEN 3aMOMUHaOWMe
ycTpoictea USB Type-A nnu USB Type-C. Takum o6pasom,
Nosib30BaTeM MOyYaoT MaKCMMasbHYO MMOKOCTL B
paMKax pasfiMyHbIX TUMOB MIaT(OPM M OnepaLMoHHbIX
CUCTEM.

Cneundukaumm
UHTepdelic USB 3.2 Gen 1
Pazbem Type-A, Type-C

= Onuusa Heckonbkmnx PIN-kogoBs

Monb3oBaTenn MOryT HaCTPOUTb PEXMM TOJSIbKO AN
nonb3oBaTens Uan agMMHUCTpPaTopa/nosb3oBaTens.
AAMUHUCTPATOP MOXeT BocCTaHOBUTbL PIN-koa
nonb3oBaTens v NpeaocTaBuTb AOCTYN K HAKOMUTEN!O,
ecnun PIN-koa nonb3oBaTens 6yaeT 3abbIT unmn ecnm
HakonuTenb 6yaeT 3ab10KMpoBaH Nocne AOCTUXEHUS
MakcumyMa B 10 monbITOK BXOAa Mosib30BaTens.

s [N06anbHbIN N CECCUOHHBIN PEXMMbI «TOSBKO
ANS YTeHus» (3almuTa oT 3anucu)

W agMUHUCTpaTOp, ¥ NOMb30BaTElb MOXET HaCTPOUTb
CECCMOHHBIN PEXWUM «TONMbKO Af1S1 YTEHUS», YTOOGbI
obecneunTb 3alWUTy HakonuTenst oT BpeAoHocHoro MO B
HEeHaAEXHbIX cucTeMax. AOMUHUCTPATOP TakxXe MOXeT
YCT@HOBUTb rN06asibHbIV PEXUM «TOMBKO ANS YTEHUS»,
KOTOPbIN NEPEBOAMUT HaKOMUTENb B PEXMM «TOMbKO ANS
yTeHus» fo cbpoca.
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EmMKoCTb2

CkopocTb>

Pa3mepbl (HakonuTesb C 3aWMUTHBIM
¢dyTnapom)

Pa3mepbl (HakonuTens 6e3
3awmTHoro dyTnapa)

CepTudmkaTbl 6€30NacHOCTM

BopgoHenpoHnuaemMocTb/
nblNeHenpoHnLaeMocTs’

Pabouas TemnepaTypa

TemnepaTtypa XpaHeHus

COBMECTUMOCTb

MWHUMarnbHblE CUCTEMHbIE
TpeboBaHus

8T, 16 TB, 32 6, 64 I'b, 128 B, 256 I'B, 512 I'B

USB 3.2 Gen 1

Type-A:

8-256 I'b: 145 Mb/c (uTeHue), 115 MB/c (3anucb)
512 I'b: 280 MB/c (uteHue), 200 MB/c (3anucb)

Type-C:
8-32 I'b: 145 MB/c (uteHwne), 115 Mb/c (3anucb)
64-512 'b: 280 Mb/c (uTteHue), 200 MB/c (3anucb)

USB 2.0
8 I'b: 30 Mb/c (uTteHue), 12 Mb/c (3anucb)
16-512 I'b: 30 Mb/c (4TeHue), 20 Mb/c (3anuchb)

80 x20x 11 MM

Type-A: 78 x 18 x 8 MM
Type-C: 74 x 18 MM X 8 MM

FIPS 140-3 Level 3

CepTtudukaumsa IP68

ot 0 oo 50 °C

ot —-20 go 60 °C

USB 3.0/USB 3.1/USB 3.2 Gen 1

CootBeTtcTtBue USB 3.0 n coBmectumocTtb ¢ USB 2.0
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lFapaHTua/noaaepixka

CoBMeCTUMOCTb

Homepa [deTtanen

USB-A

IKKP200/8GB
IKKP200/16GB
IKKP200/32GB
IKKP200/64GB
IKKP200/128GB
IKKP200/256GB

IKKP200/512GB

USB-C

IKKP200C/8GB

IKKP200C/16GB

OrpaHuU4eHHad 3-neTHas rapaHTmda un 6ecnnatHasa TexHuyeckas noaaepixka

He3aBucuMocTb oT OC: Microsoft Windows®, macOS®, Linux®, Chrome OSTM,
Android "> unu niobas Jpyras cucteMma C noaaep>KKoin yCTpOMCTB XpaHEHUS
USB.
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IKKP200C/32GB
IKKP200C/64GB
IKKP200C/128GB
IKKP200C/256GB

IKKP200C/512GB

N306paxkeHune lMpoaykTa
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Encarey

KnaBuaTypa Kingston® IronKeyw 200 BKnlouaeT B cebs TexHonormio DatalLock® Secured Technology, nuueHsmpoBaHHyto ClevX, LLC. www.clevx.com/patents

1. USB Type-C® n use-c® — 3aperncTpyMpoBaHHble ToBapHble 3Haku USB Implementers Forum.

2. YacTb ykazaHHoro obbéma new-namMaTv UCronb3yeTcst Ans hopMaTUPOBaHUS U APYrUX MYHKUMIA 1 NO3TOMY He AOCTYMHa NS XpaHeHust AaHHbIX. Bcneactene
3TOro hakTUYECKUI AOCTYMHbI 06bEM ANS XpaHEHUs AaHHbIX MeHbLUe yKa3aHHOro. [ins nonyyYeHns AoMNOoNHUTENbHOM MHdOpMaLmmu o6paTuTech K pyKOBOACTBY MO
drew-namaTw.

3. dakTuyeckas CKOPOCTb MOXET 3aBUCETb OT annapaTHbX CPeACTB, MPOrpaMMHOro obecneyeHus 1 TMna UCnosb3oBaHus.

4. [lonyckaeTcs UCnofb30BaHUE TONIbKO CYXMX U YUCTbIX YCTPOMCTB.

5. CoBMeCTMMbIe CUCTEMBI.

JAHHbI IOKYMEHT MOXET BbITb M3MEHEH BE3 NPEABAPUTE/ILHOIO YBEOM/TEHNS.
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% gy 3allvuieHbl. Bce ToBapHble Mapku 1 3aperncTpUpoBaHHbIe TOBApHbIE 3HAaKM ABNAIOTCS COBCTBEHHOCTBLIO CBOUX
3aKOHHbIX BrajaenbLeB. MKD-09232024
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